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1. OBIIUE CBEJIEHMS

IIporpammuslil koMiuieke «Pacxogomep MCO» Ha ocHOBaHUM npoTokosa PerepabHOTO areHTCTBA 10
TEXHUYECKOMY DETYJIMPOBAHUIO M METPOJIOTUH MPOMIEN OQUIHMATIBHOE CIHYEHHE U OQUIHMATIBHYIO
METPOJIOTMYECKYI0 aTTECTAllMI0 U PEKOMEHJOBaH K NpuUMeHeHHI0 Ha Teppuropun PO. IIporpammusbiit
koMmiuiekc «Pacxogomep NCO» npenHa3HaveH sl OCYLIECTBICHUS METPOJIOTMUECKOT0 KOHTPOJIS U Ha/130pa
32 U3MEPUTEIbHBIMU KOMILJIEKCAMHU pacxoa U o0béMa B COOTBETCTBUM C aJIFOPUTMaMM HAL[MOHAJIBHBIX
crangaptos PO.

[Iporpammusbiii kommuieke «Pacxomomep MCO» BKIIIOUEH B €IMHBIN peeCTp POCCUUCKUX TPOTrpaMM s
AJICKTPOHHBIX BBIYMCIIMTEIBHBIX MallMH U 0a3 JaHHBIX 10 mpukasy MunkoMmcsizu Poccuu ot 09.03.2017

Ne 103, IMpunosxenue 1, . Ne 130, peectposbiii Ne 3003.
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2. TPEBOBAHMUSA

[Tporpammustii komrieke «Pacxomomep MCO» He moiep:kuBaeT padoTy Ha BUPTYaTIbHON MAIlIUHE U

TepMUHANIBHBIN gocTyn. JInnensus «Pacxomomepa MCO» TpeOyeT BHINOIHATh YCTAHOBKY U PETUCTPAIUIO HA
Kaxaoil  ¢usnueckoir MmammHe, Trae OyAeT  MCIONB30BaThCcsl  mporpamma. Kaxaelii  MoIyiib

«Pacxogomepa MUCO» peructpupyercsi OTIEIbHO.

2.1. CucremHble TPeOOBaHUS
CPU (mporeccop) ¢ wactoroit He meHee 2 [T,
RAM (oneparuBHas namsaTh) He MeHee 2 1’6 (pekomenmyetcs 4 1°0).
HDD (xectkuii auck) — He MeHee 500 MO ¢cBOOOIHOTO MPOCTPAHCTBA.

MonnTop c pazpenienueM He MmeHee 1024x768 Touek.

2.2. TpedoBaHuUsl K IPOrpaMMHOMY o0ecreyeHHI0
Astra Linux CE Bepcuu 2.12.22 (u Bbimie) uiu Boimie Astra Linux SE Bepcuu 1.7 (1 Bblie).
LibreOffice Bepcuu 6.2.8.2 i P7-O®UC Bepcun 7.2.2.40.
Apxusarop Zip win Unzip mo6oii Bepcum.

[Tporpamma asst mpocmoTpa Pdf-1okymMeHTOB.
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3. YCTAHOBKA IMTPOT'PAMMBI

Hwxke Oyner paccMoTpeH npumep «4ucToi» yctaHoBkM [IO Ha TepCOHANbHBIA KOMITBIOTEP C

oneparonHoii cucremoit Astra Linux CE (Orel 2.12.29).

AT 1

CkomnupyiiTe ycTaHOBOYHBIN (haiiil mporpaMMbl B JOMAIIHIOK AUPEKTOPUIO MOJIH30BATEIIS.

» fomawHAsA - MeHegxep ¢paiinoe

mailn  Bwua CeTe Cepeuc HacTpoiika  Cnpaeka

0-©-0 [ Y Mo @ &

Anpec | @ KomnewTep » fJomMalluHAA

>~ €3 MabpanHoe » Bugeo
v [ KomneroTtep @ [AoKyMEeHTHI
B PaBounii cton 1 ™ MaobpaxeHns
@ Kop3uHa & Mys3bika
2~ mal Hakonwtenw T_- O6WeaocTyNHEIE
>~ aiinoeas cucTema - Pafouwe cToNI
>- @@ Cetw Bl PaBouwii ctom 1
0 WabnoHbl
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AT 2

Knukaute npaBoil KHOMKOM MBIIIH 110 YCTAHOBOYHOMY (haiiiny, BEIOEpUTE B KOHTEKCTHOM MEHIO ITyHKT

«CBolicTBa» W 3a/1aiiTe aTpuOyTHI HCHIOMHsAEMOTro (paityia Ha BKiIaake «J{uCcKkpenroHHbIe aTpUOyThD.

* Bugeo Cooicrea ®
8 JoxyMEeHThb
* 3arpyiEm [E installer
= WzobpaseHin Ofwwe .ﬂ.uc:peuuuuuuearpnﬁyrulz KC
A Myawka
NMonszoeatens: [N ] suID-Bir

B OSWea0cTyNHER

Pafioume cTone rpymna: || « | [ sGID-6ur
B0 PaBounil cron 1 [T sticky-6ur

M Wabnorw

CybbexT OfpIuHbE

SEEpEE 5) Monsaceatens mr* (] 3
U'n:pbrrh C MOMOLWBHD...
s) rpynna |~ Of O«
o »
THpaBNTS 5)  OcTanbHbie m|r* oM O«
eRcTEIA 3
fons Nacka CoRAATE
B kenuposaTe Cirl+C
2, Buipesats Ctrl+x Mons3osateny M) Mpynnel M| OCHOBHBIE AoGaBnTh cyGberT ACL
O MepeuMEHtBaTE. . F2
B vsanume Shift+Del da OTmieHa
B NepeMecTUTE B KOpIvHY Dal
& CBOACTBA... I 1

AT 3

3amycTUTe yCTaHOBOUHBIN (hailil mporpaMMbl M BBIIOJHUTE YCTAHOBKY CIEIysl MOJICKa3KaM Macrepa

YCTaHOBKH.
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4. PETUCTPALIUA ITPOI'PAMMBI

YCTaHOBKY M pPETUCTPALMIO IPOrpaMMbl CIEIYEeT MPOM3BOAUTH C IIpaBamMHM aJgMHHHCTpaTopa!
KonnyecTBO NOCTYNHBIX aKTMBAaLMKW IIPOrPAMMHOIO KOMIUIEKCA OIPAaHMYEHO YHUCIOM, YKa3aHHBIM IIPU

3aKJIIIOYCHHUHU JOT0BOpa.

AT 1

Ilocne YCTAaHOBKM MpOrpaMMbl, IIpHU INICPBOM 3aIllyCKC IOABUTCA OKHO pCerucrpaiuu Co

CIrC¢HCpUPOBAHHBIM MHAWBHUYaJIbHBIM HOMCPOM.

G OKHO perucTpaLMm i ml 1
BHMMAHHME!
Ina paGoTel ¢ "Packopomep MCO™ M BOSMOMKHOCTH MOMYYEHHA 0GHOBTEH M
M TexHHYeckoii nomMouM Bam Heolxoqumo CHAYATE SAPErHCTPHPOEATE
MPOrPamMMy Ha Hamem caire
www.ooostp.ru (oM. "PYKOBOICTRO 10 ycram:nnxf"j]
HHIHEHMOVAIEHBIH HOMED

ACnes-VpX_rX--xUKAZ-Z2p3Uc-BTdBal-D905Y] -2 0era-TA-Mvp-BlkAX KonupoBaTs

PermcTpallMOHHEI K10

BCTABHTH

omem

AT 2

Janee HEOOXOAMMO 3aliTH B JIMYHBIN KaOuHeT Ha caiite https://www.000stp.ru.

Tnaswan Yonym  Axkpesuraumi. Owac Hosocw  Kowrakiss B Sueanll vatonter “Pacimosen HCO"

y ‘HesaBucMasn poccuickas
A\ Ipynna komnaHum CTII
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IIATI 3

BBenure noruH M mapoib OT JUYHOTO KabWHeTa mosb3oBarels. JIOTMH U mapoib yka3aHbel B (paiine

«Key.txt», KOTOPBIi OCTABISIETCS BMECTE C TUCTPUOYTHBOM ITPOTPAMMBbI.

Pacxogomep NCO v.2.0

MoxanyHcTa aBTopPHUIYHTECH

Norvw ||1}§|il'l |

Napone

| ABTODUAOBATRCH |

Bxoa ANA nonk3osaTensd Pacxonomep MCD sepouun 1.xx

AT 4

Bribepure myHKT «[1omyunTh KOA akTUBAIIIY.

MeHwo ‘ HauyanbHaf cTpaHuua

HayanbHas cTpaHuvla

Oonyunth KoA_akTMBaLMK

O6HoBNEHMA

Mo BCceM BONpOCaM KacaroWwMMcsa pEﬁDTbI AporpaMMbl Bbl MOXETE oﬁpaLua'rbcn no agpecy

[ononHuTenocHble daiabl

AT S

Jlanee  CKONMpYHWTE CreHEPUPOBAHHBIA  NPOTPaMMOM  WHAMBUAYAJIBHBIA HOMEpP B  IIOJIE

«HauBU Iy abHBI HOMEP» U HAXMUTE KHOMIKY «OTIpaBUTh 3a1pocCy.

BHuMaHue: He BBOAWUTE WHIMBHUIYaJbHBII HOMEpP M KIIOY BPYYHYIO, MCIOJB3yHTE (GYHKIHUU

OHepaHHOHHOﬁ CHUCTCMBI ((KOHI/IpOBaTB» — «BcTaBuTHY!

Hauaneras cTpaHuua
Mapamerpes

[onyHMTs KoA aKTHEEWAM
HUrnmsnayansHeni Homen

QfroBneHus

AononuuTensHsie daine nAx6r5-xiXBQc-BbuV2i-HAXQDU-BAOBro-CUj5r0-BAIDAX-YuXCX O-Xri7r4-QvOBm-Bxbl

OTnpasuTs 3anpoc
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AT 6

[TonTBepaute 3anpoc, HaxxaB KHONIKY «BepHo».

Hausnenan crpsnuus

Mapanetpyi

OonynTs k04 aKTMBaLMK
UransuayansHent Homep

Ofuoenenna

Acnonuurensheie daline nAx6r5-xiXBQc-BbuV2i-HAXQDU-BAOBro-C Uj5r0-BAIDAX-YuX CXO-Xri7rd-QvOBm-Bxbl

Jantbie ans nony4enns Ko4a:

i HoMEp - NAXGr ujsro. UXCXO-Xri7ra-Q:

HIAT 7

CkonupyiTe CreHEepUpOBaHHBIA CAaWTOM KIIIOY aKTUBAllMd B COOTBETCTBYIOLIEE II0JIE B OKHE

perucrpauuu «Pacxomomepa UCO» u HA)KMUTE KHOIIKY

Hauanewas crpanvua

«Perucrpanus».

MapaneTps
Denyurs xoa axTsaumn

MHAHBUAYANLHEIT HOMED

Ofimosnenus

Aenontmenstie haiinet [ nAx6r5-xiXBQc-BbuV2i-HAXQDU-BAOBro-CUj5rO-BAIDAX-YuXCXO-XriTr4-QuOBrm-Bxbl |

Moayns: [Cranpapmhbie cymarowme ycrpoiicrsa + s ca-sa)

Kmou axusauuw KdfF7—4Qoh21-TIQMdm-Fry 2FT-XZ5XBI-4xMQ2--#TfQMA4-XMTKXK-YZPFIT-#0KbUW-e#-pS# -2i

Cronuposars 8 bychep
@ OKHO pervcTpalMm g% E E"

BHHMAHHME!

Ilna paGoTe! ¢ "Packogomep HCO™ M BOZMOMKHOCTH MOMYYEHHA 00HOBIeH M
M TEXHHYECKOH momMouH Bam HeolGXogMmMo CHAYATE 3APErHCTPHPOEATE
MpOorpaMMy Ha Hamem caiite

Www.oo0stp.ru (cM. "PYKOBOIOCTEO M0 YCTAHOBKE ).

HHAHBHAYANEHBI HOMED

ACned-VpX¥_rX--xUKA2-Z2p3Uc-BTdEai-D905Y]-f20era-TA-Mvp-BkAX KonupoBaTh

PErMcTpallHOHHBIA KT

tFryEFT-){ESXBl-4}:MQ2—-#TFQMd--}{MTI-:}{K—‘szFiT—#OK]JUW—e#- pS#-2 [|l BCTaBuTh

ormens
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AT 8

[Tocne wnaxaruss kHONKU «Perucrpauusy» OTKPOETCS JIUCT C PEruCTPAlMOHHBIMU JaHHBIMH.
Pacnieuaraiite u coxpanure ero! OH nomoxetr BaMm BHOBB 3aperucTpupoBaTh MOIYJIb MOCIIE NEPEYCTAHOBKH

OHCpaHHOHHOﬁ CHUCTCMBI.

TIporpaMmHbIil KoMIIeke "Pacxogomep HCO'
Peracrpannonnbie JAHHBIE

Oprasnzanus

000 «CTII TecTHpOBAHIE)

Monyas

CTaHapTHbIe CYKAKOIIIE VCIPOiicTBa

HuIuBHIyaTLHBIN HoMep

1imiGR-0jOPal-2A QA Sy-xiDAXI-70510D-i9D6SD-3i5kDc-BO0O20--E

K101 akTHBATIHA

Zdxm9m-4XZmd1-V-2ydG-1ZWoYB-2fvvbl-2WS5dH9-3CG2hG-Ore6iR-1BW3IE

BHHMAHHE!

PacmeuaTaiiTe 3TOT .1HCT H He TepsiiTe ero! OH moMozkeT Bam BHOBB 3aperacTpupoBaTh Bam Moay.ab Hoc/Ie MepeycTAHOBKH ONePANNOHHOI CHCTeMBbI H/IH NOBPeATeHAS KOMIbIOTepa!
B ci1yvae yTepH JaHHOTO JIHCTA, PerACTPANHSA He MoOKeT ObITb BOCCTAHOBIeHa!

AT 9

PeFI/ICTpaHI/Iﬂ IMpOrpaMMHOI'0 KOMIIJICKCA 3aBCPIICHA. HpI/I BO3HMKHOBCHHMHN HCIITATHBIX CI/ITyaI_[I/Iﬁ

npoch0a obpararscs mo reaedonam (843) 214-20-98, 214-03-76 nubo Ha e-mail support@ooostp.ru.

10
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5. Bo3aMo:kHBIe MP0OOJ1eMbl U MX YCTPAHEHHE
5.1. YcerpaHeHHe BO3MOXKHBIX P00JIeM BO BpeMsl yCTAHOBKHU

5.1.1. OTcyTcTBHE Y MOJb30BaTEs1 paB sSudo

igy OLWMBKa NpY NONbITKE NONYYEHNA NPaB aAMUHNCTP - @_

e - is notin the sudoers file. This incident will be reported.

PoK

AT 1

Otkpoiite TepMuHaI (Harpumep, couetanueM kiapuin Alt+Ctrl+T).

AT 2

[lepeiinuTe B peXuM CyNeproib3oBaTess MOCPEICTBOM KoMaHAbl SU. Bam morpeOyercst maposnb

CyHepIoIb30BaTeIsl.
~ Bhost-15:/home/ |
ailn [Mpaeka Bug Mowck TepMmuHan Momows

fhost-15 -

Password: []

IIAT 3

Ortkpotite (aitn SUJOers Ha peJakTHpOBaHKE MMOCPEICTBOM KOMaH Ikl Nano /etc/sudoers

~ ®host-15:/home/ |

aidn TMpaeka Bug Mowck TepmwuHan [Momows

nano /etc/sudoersl]

SIENES]

11
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AT 4
B otkpbiBmIMMCs (aiine B KoHIE (epeMerieHre no Gaiity OCYIIeCTBISETCS CTPEIOYKaMu) JOHIITHTE
CTPOKY:

[umsa monszosaremsi] ALL=(ALL:ALL) ALL

rac [PIMH_HOJ'IB?»OB&TGJISI] — UM I10JIB30BAaTCIIA, KOTOPOC BrI BUIUTC IIPpHU aBTOpU3allU B CUCTEMC (HOJIy‘II/ITB

€ro MOXKHO OTKPBIB TEPMHHAJI M BBITIOJHUB KOMaH1y Whoami).
ITo 3aBepuIeHNH PEeAAKTHPOBAHUS HAXXMHUTE codeTanus kiaBuil Ctrl+O nist coxpaHeHUs: H3MEHEHHH U

Ctrl+X ms Beixona.

= | [hoseisinomel LHEH

®ann TMpaBka Bug [Mouck TepmuHan T[lomoLlb

GNU nano 4.0 /etc/sudoers N3mMeHEéH -

HSER ALL=(ALL:ALL) ALL
We omoub We 3anucate @Y lMonck W BuipezaTe @N BuipoBHATL MM Tekllozny
W4 Bhixog Wy Yntoann W 3ameHa WY Paste Textyl] Cnosapb Wl K cTpoke

AT 5

Ecnu nocie BBINOIHEHHBIX AEHCTBHUM MpobiieMa He pelniack, To NoBTopuTe AT 1 1 LIAT 2 3aHOBO,
MNPONUILIUTE MYyTh 10 YCTAHOBOYHOTO (paiiyia mporpaMMbl B KaBblYKaX (MJIM K€ MEpeTaluTe ero MbIIIKOW B
OKHO TepMHHaia) M Haxmure ENter. D10 3amycTUT yCTaHOBOUHBIM (alia  mporpaMMbl  IMOA

CYIEepIIOIb30BaTEIeM.

 ®host-15:/home/ =)E)E
®aidn Mpaeka Bwg [MMowck TepMmuHan [MoMollb
/lokyMenTe/Rashodomer_ ED‘I
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